
Building a Culture 
of Threat Modeling



Introduction

What is a Threat Model



STRIDE

DREAD

What are Other Options for Threat Modeling?

Overview of Common Methods



The Threat Modeling Process

Component 
Decomposition

Threat
Assessment

Risk
Evaluation

● Categorize architecture 
into smaller components

● Classify individual assets 
and  data

● Study data flows 
(including entry and  exit)

● Ensure documentation at 
each step for tracking and 
follow-up

● Review system 
architecture to identify 
attack surface

● Compare a starting list of 
potential threat vectors (or 
leverage a framework like 
STRIDE) to the system 
architecture and data 
flows

● Evaluate the impact 
associated with potential 
compromises

● Outline the effort needed 
to achieve remediation of 
the security vulnerability

● Prioritize risk based on 
typical triage techniques 
or other risk quantification 
methodologies
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Tampering

Repudiation

Information Disclosure

Denial of Service

Elevation of Privilege

Spoofing

Availability



Scoring & Prioritizing Threats & Vulnerabilities

Key Criteria In Conducting a Risk Assessment
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Tracking Progress



Creating a Culture Shift



For more information:
Visit:   www.dayblink.com/services/technology/cybersecurity 
Email: cybersecurity@dayblink.com  
Call:    1 (866) 281-4403 
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ABOUT DAYBLINK
In today’s cybersecurity environment, the threat landscape is rapidly evolving. It’s 
outpacing the current defensive resources and skill sets of most corporations – 
meaning many companies are falling victim to attacks by malicious agents. The way 
we do business is also changing – with more data stored, living in the cloud, and 
constantly demand on the go. Breaches can mean losing clients and customers 
overnight. 

DayBlink works with clients to improve their security posture. We assess threats and 
vulnerabilities, identify organizational risk, prioritize remediation efforts, and implement 
solutions to secure IT environments and critical assets from sophisticated 
cyber-attacks.
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